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TAKING BACK CONTROL: WHY CONSUMER
DATA PROTEGTION MATTERS IN INDIR ?

In a rapidly digitalizing India, the issue of personal
data privacy 1is more pressing than ever. With a
significant rise in internet users, concerns over how
personal data 1is collected, stored, and wused have

skyrocketed. This has led to a growing demand among
consumers for better control and protection of their
personal information. The increasing awareness and
concern about data privacy are reshaping consumer
behavior and brand loyalty across the country.

STATS

“The statistic from KPMG
shows that 72% of consumers
would switch brands based
on data privacy practices.
This highlights the
tangible consequences for
businesses, indicating that
data protection
significantly influences
market dynamics and brand
loyalty, beyond just being
a requlatory issue”.

DID YOU KNOW? A\

"A recent LocalCircles
survey revealed a
staggering 88% of Indian
internet users are worried
about data privacy. This
shows a clear shift in
consumer sentiment.” I
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WHY THE INCREASED INTEREST?

(THE DRIVERS IN INDIA)

Data Breaches & Security Concerns

In recent years, India has witnessed several high-
profile data breaches that have raised significant
security concerns among consumers. These breaches have
exposed the personal information of millions, leading
to increased anxiety about data safety. For instance,
the Aadhaar data leak in 2018 compromised the details
of over 1 billion Indian citizens, highlighting the
vulnerability of even the most critical data
repositories. Such incidents underscore the urgent
need for robust data protection measures.

)

“According to the Indian Computer
Emergency Response Team (CERT-In),
there were over 52,000 data breaches
reported in India in 2023. This

alarming number reflects the growing
frequency and scale of cyberattacks,
emphasizing the critical need for
enhanced data security protocols.

Lack of Transparency & Gontrol

One of the major challenges faced by
Indian consumers is the lack of ]
transparency and control over their According to a 2025
personal data. Privacy policies of LocalCirclezurggé 22
many companies are often complex and Indian Consumérs £ind
difficult to understand, making it privacy policies too
challenging for users to grasp how complicated to
their data is being used. This opacity understand, leading
can lead to misuse of personal to potential misuse
information without the knowledge or of their personal
consent of the consumer. data without their
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THE LEGAL LANDSGAPE

(FOCUS ON INDIA)

The Digital Personal Data Protection
Act, 2023 (DPDPA)

The Digital Personal Data Protection Act, 2023 (DPDPA),
marks a significant milestone in India's data
protection landscape. Here are the key provisions:

The DPDPA mandates
explicit consent from users before their data can be
processed. This ensures that individuals have control
over how their information is used.

The act grants consumers several z
rights, including:
Users can request access to their personal data

held by businesses.
Users can request corrections to
inaccurate or incomplete data.
Users can demand the deletion of their data
under certain circumstances.

Companies are
required to implement stringent security measures to
protect user data from breaches and unauthorized access.

The Road Ahead

As the DPDPA comes into effect, there is ongoing debate about
potential amendments to enhance its effectiveness. Key discussion
points include:

Expanding Consumer Rights: Advocates are pushing for more
comprehensive rights, such as data portability and stronger measures
against algorithmic bias.

Enforcement and Penalties: Ensuring robust enforcement of the act is
crucial. The role of Indian government agencies, like the Data
Protection Authority, is central to monitoring compliance and imposing
penalties for violations.
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TAKING AGTION

A GUIDE FOR INDIAN CONSUMERS & BUSINESSES

indian consumer
DPDPA Rights Privacy Settings

Know your rights! ,—% Review and adjust

The Data Protection the privacy settings

Bill (DPDPA) grants f##__hﬁh\\ on Indian social
you data subject media platforms and
rlghts Learn what online services you

these rights are and use. This will help
how to exercise them . you control what
to manage your information is shared
personal data and with whom.

Indian-made Privacy Tools

Utilize privacy-focused browsers and tools
developed by Indian companies, if available. These
tools can offer additional security and control
over your data.

© For Indian Businesses

DPDPA Compliance: Implement robust data security

practices that meet the upcoming Data Protection

¢ ~ Bill (DPDPA) to ensure the information you
' I :: Q) collect from Indian consumers is secure.
II > Clear Privacy Policies: Be transparent! Create
clear and concise privacy policies that explain

what data you collect, why you collect it, and
how you use it.
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Consumer Control: Empower Indian consumers! Offer
them control over their data as mandated by the

v DPDPA. This may include options to opt-in/out of
» ' data collection and the ability to access, rectify,

X% or erase their personal information.
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WHAT'S NEXT FOR DATA
PROTECTION FOR CONSUMERS?

The Future of Data Protection for Indian Consumers

As technology continues to evolve, so do the challenges
and opportunities in data protection. For Indian
consumers, the future holds significant developments that

will shape how personal data is protected and managed.
Here's a look at what to expect and how to stay ahead.

Boosting Data Adoption of Advanced Focus on Cybersecurity
Privacy Protections Technologies Education
The Digital Technologies like As cyber threats
Personal Data blockchain and AI rise, there will
Protection Act, will play key be a stronger
2023 (DPDPA) is a roles in data focus on
starting point. As protection. educating
data privacy Blockchain offers consumers about
concerns increase, secure and cybersecurity,
expect more robust transparent data promotlng
requlations and management, while . digital
amendments from the AI improves the 11teracg: gnd

. . providing
Indian government detectlgn and resources to
to further enhance prevention of orotect personal
consumer data breaches. 4 e e
protection. online.

One could project & I < 70-80% of
that within the d = consumers will
next five years, hoosbe,_ R become datd

- °
« Protection pros
r upmards of 85-90% <thanks to groming

"of consumers might R[S S8 Me=  anareness.
prioritize data g e 2 .
protection.




